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SECURITY ENHANCEMENTS AND VULNERABILITY ASSESSMENT FOR
INDUSTRY-STANDARD NETWORKS (SEVEN)

Goal of the project

Since most attacks on industry-standard networks rely on vulnerabilities the SEVEN project aims to assess vulnerabilities in protocols not yet
analyzed. For adding security to industrial networks we propose mechanisms to assure basic security objectives (e.q. authenticity, confidentiality
or key management). The project will also investigate and design intrusion detection systems. Finally, we also consider a performance impact

evaluation of the introduction of the designed security solutions.

Short description of the project

Vulnerability evaluation and development of protection mechanisms
for in industry-standard networks.

Project implemented by

Pal-Stefan MURVAY (Project leader)
Bogdan GROZA (Mentor)

Implementation period
02/05/2018-30/04/2020

Main activities

The project is structured around three main activities.

The first main activity focuses on vulnerability assessment of
industry-standard communication protocols. Our goal is to identify
industry-standard communication-protocols that were not analyzed
from a security perspective and identify potential vulnerabilities.

Qur first approach for enhancing the security of industry-standard
communication protocols is the development of mechanisms for
assuring hasic security objectives such as: authenticity, confidentiality
or key management.

A second approach focuses on designing intrusion detection
mechanisms for the early identification of attack attempts.

Finally, we intend to provide an evaluation of the performance
impact of the proposed mechanisms.

Results

The results obtained in the first phase of the SEVEN project have
been published as part of two conference papers. Both focus on
the first main project activity, i.e, vulnerability assessment of
industry-standard communication protocols.

Our first result covers the identification of vulnerabilities in the
FlexRay communication protocol. We identified a set of denial of
service attacks that can affect the entire communication or just
targeted frames. We also found that FlexRay frames sent in the
dynamic segment can be falsified.
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Figure 1.Three variants of the DoS attack for the entire communication.

Asecond line of research focused on the DeviceNet protocol. We found
that DeviceNet is vulnerable to a set of denial of service attacks that
@n prevent a node from achieving communication on the network
while not affecting the communication between other nodes.
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Applicability and transferability of the results

Ourresultsadd to the already known vulnerabilities of communication
protocols used in industrial applications.

Without proper mitigation mechanisms these attacks can be used
by malicious parties to disrupt communication of safety critical
systems in an automotive environment (in the case of FlexRay) or in
an industrial control system (in the case of DeviceNet).

Knowledge of the vulnerabilities is an important building block of
designing proper security mechanisms for these communication
protocols.
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